
Mark Scheme  INFO2        Security of Data 
 
1. Passwords, entered at a keyboard, are often used as a method of protecting  data against malicious or 
unauthorised access. Give two other methods of preventing access to data. (2 marks) 

 Biometric passwords e.g. retina scan, thumb print, voice recognition 

 Removal/safe storage of disks 

 Swipe cards/keys for access to system e.g. for keyboard 

 Access rights/levels 

 Users not leaving the computer logged on/leaving workstation unlocked/automatic logout 

 Firewall 

 Encryption 

 Data stored on a computer/workstation that cannot be physically be/ accessed e.g. data 
stored on a standalone computer in a locked room Max 2 

  

2. All the employees of a company have to use an eight-character password to access the 
company’s computer network. The employees have been given a set of rules that they should 
follow to ensure that the password system is an effective security measure. 
(a)  State two rules that an employee should follow when choosing his password. 
 (2 marks) 
(b)  State two rules that an employee should follow to ensure that his password is kept secret. 
(2 marks) 
(c)  State one procedure that an employee should follow to ensure that the network cannot be 
accessed without entering a correct password. (1 mark) 
(a) 
• Passwords should not contain information that could be guessed by others or reverse 
• Passwords should contain both letters and numbers/ other characters 
• Passwords should contain both upper and lower case letters 
• Passwords should not contain consecutive repeated letters 
• Employees should have a different password for each system that they use  Max 2 
(b) 
• Employees should not deliberately disclose passwords 
• Employees should not carelessly reveal passwords 
• ALLOW Passwords should be changed regularly Max 2 
(c) 
• Employee should not leave his computer logged on whilst unattended 
• Employee should install a password protected screen saver 
• lock the work station Max 1 
 
3.  Explain what is meant by the terms security of data and privacy of data. (4 marks) 
Security of data 
•  the application of safeguards to protect data/keeping data safe 
(1) e.g. use of passwords to prevent access to data (1).. 
•  ... from accidental or 
•  ..malicious modification, destruction or damage (doing 



something to the data that should not be allowed) 
•  or from unauthorised access 
Privacy of data 
•  some data should only be accessed by authorised personnel 
•  authorised personnel have a responsibility not to disclose the private data to others 
•  Privacy scenario e.g. in a doctors. surgery the doctors may have access to patients. clinical 
data and general data but the receptionists will only have access to the general data 
Allow in either but not both  
•  data security ensures the integrity and privacy of data 
Max 4 (allow a maximum of 3 points if only one term is explained, but try and award 2 and 2 
if possible) 
 
4. Name the legislation designed to protect companies and individuals who produce 
Software.  (1 mark) 
Copyright, Designs and Patents Act (1)Copyright law/act (1)licensing law/act (1) 
Software copyright/ Software licensing (1) 
 
5. Data protection legislation was introduced into the UK in 1984; it has since been superseded 
by the 1998 Act. 
(a) State why the legislation was originally introduced. (1 mark) 
(b) State what type of data is the subject of the Data Protection Act 1998. (2 marks) 
(c) A company wishes to collect data from order forms submitted by its customers to sell to 
other companies. State two actions that the company must take so that they can legally collect 
and sell that data. (2 marks) 
(d) The Data Protection Act gives individuals the right to see what data is held about them. 
(i) State how an individual must ask to do this. (1 mark) 
(ii) Could an individual have to pay to receive a copy of his or her data? (1 mark) 
a) To protect (r similar) individuals/personal data (1) 
b) Data relating to living (1), identifiable (1) human beings.(One mark for personal data) 
c) Register the fact that they are going to be selling the data on (1) 
Get the data subject’s permission to pass their data on (1) 
NB Future tense – they must do this before they start collecting data, not during data 
collection. 
d) i. Written request (1) ii. Yes (1) 
 
6.  The Computer Misuse Act was introduced to allow the prosecution of people who accessed 
computer systems without authorisation 
(a) State and give an example of, each of the three sections of the Computer Misuse Act. (6 
marks) 
(b) Explain why few companies ever prosecute people under the Computer Misuse Act. 
Independent marks. (2 marks) 
 
a) unauthorised access to material without any intent to do anything other than just gain 
access (1). An example would be the student who gains access to the administrative side of a 



college network or to another student’s user area. The person who tries to get into a system 
just for the sake of it.(1) 
unauthorised access with intent to commit or to facilitate commission of further offences(1). 
For example accessing bank records with the intent of committing fraud. Accessing personal 
details with the intent of committing blackmail.(1) 
unauthorised modification of computer material/ The code or data is actually changed rather 
than simply viewed and used (1). For example changing the balance in a bank account/ 
altering someone’s credit status/ changing an examination mark.(1) 
b) Fear of effect on customers/reputation (1) if think their data/system is unsafe (1) 
  
7. A file containing sensitive data is stored on a computer system. Access to this file is managed 
by the use of passwords, entered at a keyboard, and by setting levels of permitted access. 
(a) Explain what is meant by  
 (i) levels of permitted access. (2 marks) 
 (a)  (i) 
•  restricts the type of access to the file/ idea of different types of access 
•  example of what those types of access could be e.g. full access or read/write, read 
only/view, append, no access or who would have different types of access 
Allow two different types of access   Max 2  
 

8. A company has procedures to backup the data files held on its computer system on a regular 
basis so that data can be recovered if it is lost or corrupted.  
Give three other items that need to be considered for the recovery     
procedure that should also be in place. (3 marks)  
  Availability of computer system/hardware 
  Availability of programs/software NOT DATA 
  Availability of staff 
  Staff knowledge of procedures 
  Availability of communications 
  Testing of recovery procedures 
  Availability of accommodation for computer systems Max 3 
 
 
 
Total: 30 


