
Test  INFO2   3.2.5     Security of Data 
 
1. Passwords, entered at a keyboard, are often used as a method of protecting  data against malicious or 
unauthorised access. Give two other methods of preventing access to data. (2 marks) 
 
2. All the employees of a company have to use an eight-character password to access the company’s 
computer network. The employees have been given a set of rules that they should follow to ensure that 
the password system is an effective security measure. 
 
(a)  State two rules that an employee should follow when choosing his password.  (2 marks) 
(b)  State two rules that an employee should follow to ensure that his password is kept secret. (2 marks) 
(c)  State one procedure that an employee should follow to ensure that the network cannot be accessed 
without entering a correct password. (1 mark) 
 
3. Explain what is meant by the terms security of data and privacy of data. (2 marks) 
 
4. Name the legislation designed to protect companies and individuals who produce Software.  (1 mark) 
 
5. Data protection legislation was introduced into the UK in 1984; it has since been superseded by the 
1998 Act. 
(a) State why the legislation was originally introduced. (1 mark) 
(b) State what type of data is the subject of the Data Protection Act 1998. (2 marks) 
(c) A company wishes to collect data from order forms submitted by its customers to sell to other 
companies. 
State two actions that the company must take so that they can legally collect and sell that data. (2 
marks) 
(d) The Data Protection Act gives individuals the right to see what data is held about them. 
(i) State how an individual must ask to do this. (1 mark) 
(ii) Could an individual have to pay to receive a copy of his or her data? (1 mark) 
 
6. The Computer Misuse Act was introduced to allow the prosecution of people who accessed computer 
systems without authorisation 
(a) State and give an example of, each of the three sections of the Computer Misuse Act. (6 marks) 
(b) Explain why few companies ever prosecute people under the Computer Misuse Act. (2 marks) 
 
7. A file containing sensitive data is stored on a computer system. Access to this file is managed by the 
use of passwords, entered at a keyboard, and by setting levels of permitted access. 
(a) Explain what is meant by levels of permitted access. (2 marks) 
 
8. A company has procedures to backup the data files held on its computer system on a regular basis so 
that data can be recovered if it is lost or corrupted.  
Give three other items that need to be considered for the recovery procedure that should also be in 
place. (3 marks)  
 
Total: 30 
 
 


